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SUMMARY

This document outlines Loyola Marymount
University’s Information Technology Services
Strategic Plan for Fiscal Years 2013 through
2016. The objectives and initiatives outlined
within serve as a roadmap to achieving the
following goals:

e Deliver robust, user-friendly, and
highly-reliable technology services and
resources for faculty, scholars, and
students.

* Provide a user-friendly reporting and data
management environment that ensures
consistency, accuracy and security.
Enable analytics for both simple and
complex data in the university information
systems.

* Provide an integrated and accessible
communications and collaboration
platform.

* Provide IT services seamlessly and
securely, enabling staff and faculty at the
university to be more efficient, effective,
and responsive.

Provide a highly available, efficient, and
scalable technology infrastructure.

Provide a safe and secure digijtal
environment, free from threats that
compromise the privacy of individuals
or affect the ability of the university to
accomplish its mission.

Build an exemplary departmental

brand around Information Technology
communications, governance,
transparency, sustainability, and service.
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ACADEMIC SERVICES

Deliver robust, user-friendly, and highly reliable technology services and
resources for faculty, scholars, and students.

Provide physical technology and mobile-
friendly digital learning services that
support and enhance teaching allowing for
‘anytime anywhere’ learning.

Create a roadmap and plan for the
university Learning Management System
(LMS).

Implement a simplified process for

creating and supporting faculty websites.

Increase adoption of the university LMS.
Implement new LMS mobile and text
messaging features.

Provide classrooms and learning spaces
with pedagogically sound technology
(including A/V).

Provide academic computing resources
with pedagogically sound software &
hardware.

Pilot distributed printing capabilities with
printer kiosks.

Assess initial phases of desktop
virtualization and architect solutions to
offer students and faculty remote access
to resources.

Make classroom capture available in
every general purpose classroom.

Align academic technologies with new core
curriculum requirements.

Assist in the creation of library learning
objects repository.

Explore writing technologies for use

in courses with significant essay
components.

Improve and provide better alighment of
the support services that enhance the
mission and goals of academic units.

Evaluate current space plan for support
services.

Create templates for online training to be
leveraged by units across campus.
Partner the Student Help Desk with
William H. Hannon Library.

Assess Help Desk hours for students and
faculty.

Continue and enhance partnership with
the Library, the Center for Teaching
Excellence, and the Academic Resource
Center in order to create a coordinated
portfolio of services for faculty.

Relocate existing academic technology
support units based on space plan.
Evaluate offering for-credit technology
courses, in collaboration with academic
programs.
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ACADEMIC SERVICES

Provide appropriate technologies and

services to support online initiatives.

e Provide a complete portfolio of
academic technology solutions to be
used for online and hybrid courses.

e Create online training, including
templates and rubrics, to be leveraged
by academic departments or individual
faculty who wish to create online
courses.

e Create partnerships with departments
that are seeking to extend or begin
online course offerings (including SOE,
SFTV, Extension, and others).

Support and enhance the research

mission of the university.

e Create a portal/website that clearly
articulates what services are provided
for research support.
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DATA‘ MANAGEMENT & REPORTING

Provide a user-friendly reporting and data management environment that
ensures consistency, accuracy and security. Enable analytics for both simple
and complex data in the university information systems.

Establish the strategy for a university-wide

reporting solution.

¢ |dentify and assess the usage of
reporting on campus.

e Develop a roadmap for a university
reporting solution system.

* Deliver appropriate technologies in
support of the roadmap.

Establish a set of governance, processes,
policies, and standards that define and
manage university data (Master Data
Management).

e Partner with the Office of Decision
Support to finalize roadmap for
expanding the data warehouse to key
decision-makers across the university.

e Partner with the Office of Decision
Support to develop the enterprise data
warehouse & business intelligence for
identified candidates.

* |dentify Master Data Management
(MDM) standards for the university.

e Establish a MDM governance
organization.

e Develop MDM elements, structure,
process, business rules and data quality
standards.

* Establish data access, delivery
mechanisms, security and usage.

Provide reports of academic technology

usage for academic leadership.

e Deliver statistics of MYLMU Connect
usage.

e Deliver classroom capture statistics.

e Deliver MYLMU Connect analytics.

Provide technologies to support

assessment of students.

e Deliver infrastructure for storage of
academic assessment data.

* Provide an assessment portfolio system
that allows for having a digital repository.

LMU ITS Strategic Plan FY 2014 - 2016 6



COMMUNICATIONS
& COLLABORATION

Provide an integrated and accessible
communications and collaboration
platform.

Enhance campus internal communication

processes and technologies.

e Partner with internal communications
owner to proactively drive adoption of
the university calendar, content search,
the portal, opt-in communication
capabilities (including text messaging).

* Consolidate intranet and internet web
pages in partnership with the Office of
Web, New Media, and Design.

e Develop a strategy for delivering
mobile services. The strategy will
include parameters for prioritization,
integration with other university mobile
services, etc.

Enhance collaboration tools and

processes.

¢ Finalize a roadmap for supporting
collaboration processes including file
sharing and shared document editing.

e Deliver appropriate technologies in
support of collaboration processes
roadmap.
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IT SERVICES

Deliver IT services seamlessly and securely, enabling staff and faculty at the
university to be more efficient, effective, and responsive.

Optimize existing technology resources.

* Enhance business analyst and
technology support for university units.

* Increase awareness and buy-in of
existing technologies through better
communication and focused workshops.

* Strengthen the university process for
reviewing sub-optimal systems and
processes.

Create robust application infrastructure

to support a loosely coupled and tightly

integrated application environment.

* |dentify strategic candidates for
synchronous application integrations.

e Reduce point-to-point integrations by
migrating existing and implementing new
integrations on the Fusion Middleware
platform.

* Expand data set and capabilities of
Microsoft Forefront ldentity Manager
(FIM) to enhance automation of account
provisioning process.

* Implement the orchestration of various
workflows to enhance business process
and reduce bulk nightly integrations.

Support the implementation of user-

friendly, cost-effective, and highly

integrated information management

tools and services for staff. (Sponsors in

parentheses.)

* Implement video storage solutions for
academic and business units.

* Implement system to best collect parent
data.

* Implement Constituent Relationship

Management (CRM) for student
services.

* Upgrade advancement system.
(University Relations)

* Implement HR Self Service Benefits
Enrollment. (Human Resources)

* Implement community and complaint
resolution. (Co-sponsored)

* Upgrade Blackboard Transact university
card system. (Campus Business
Services)

* Evaluate and implement Service-Now
as a solution for other university service
departments.

* Implement CRM for University Relations.
(University Relations)

* Implement scholarship management.
(University Relations)

* Implement Banner Student Information
System (Loyola Law School)

* Evaluate and implement Service-Now
as a solution for other university service
departments.

Build and develop system architectural
standards.
e Create standards
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INFRASTRUCTURE

Provide a highly available, efficient, and scalable technology infrastructure.

Evaluate and assess services that can be Provide local geographic redundancy

appropriately moved to the cloud. between two primary data centers.

* Assess and pilot cloud-based email * Implement a secondary storage area
services. network (SAN) to support redundant

¢ Assess and pilot cloud-based backup/ infrastructure.

disaster recovery (DR) services.

* Assess and pilot cloud-based high
performance computing (HPC) services.

* Implement cloud-based email services.

* Implement cloud-based backup/DR
services. Provide improvements and enhancements

« Implement cloud-based HPC services. to voice-based services.

* Virtualization of VolP.

* Implement new features to enhance
voice communications.

* Reduce reliance on PBX.

Establish a space plan that would make
optimal use of existing data center
footprints.

e Consolidate data centers.

Provide a single source of truth for

hardware and software technology assets.

* Migrate, to the greatest extent possible,
infrastructure asset information to

Service-Now. Provide support for construction of new Life
* Finalize software asset management. Sciences Building.
L * Provide network implementation
Automate and streamline infrastructure support

processes.

e Automate guest access to network
services.

e Create infrastructure lifecycle
management workflow.

* Provide academic technology support.

Provide robust network to support current

and anticipated needs of the university.

e Complete all phases of network re-
architecture.

e Enhance wireless in residence halls,
learning spaces, and other essential
areas.

* Implement 10G to Internet.

e Complete fiber loop implementation.

Enhance monitoring, alerting, and

notification processes.

e Establish an integrated approach to
monitoring services.

e Establish a formal network operations
center (NOC).
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SECURITY

Provide a safe and secure digital
environment, free from threats

that compromise the privacy of
individuals or affect the ability of the
university to accomplish its mission.

Determine the baseline for security and

privacy risks facing the university.

* Establish a risk metric similar to the
Department of Homeland Security (DHS)
advisory system.

Determine the baseline of information and

privacy awareness knowledge.

e Develop a pre-test/post-test research
tool.

* Market security awareness initiatives.

Create an adequate defensive posture plan
to protect core information assets.
e Develop and publish a whitepaper.

Develop and maintain a data loss
prevention plan.

e |dentify shadow systems.

* |dentity finder tool roll out.

* Remove/redact data where necessary.
* Establish data masking requirements.

Develop an information security incident

response plan.

* Document incidents in an adequate
manner.

Complete a disaster recovery/business

continuity (DR/BC) plan for core services

provided by ITS.

* Implement disaster recovery
architecture.

e Assess the disaster recovery services at
USF.

» Establish disaster recovery/business
continuity testing.

Build an Information Security Management
System (ISMS) to prepare for ISO 27001
certification.

e Purchase ISO 27001 materials.

* Perform gap analysis.

e Write an analysis and plan.

e Submit for ISO 27001 certification.

A
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BRAND BUILDING

Build an exemplary departmental brand around Information Technology
communications, governance, transparency, sustainability, and service.

Develop an ITS communications practice.

e Create a formal ITS communications
discipline.

e Create a website to promote ITS
communications.

Retain the best team.

* Incorporate recommendations from
Administration Division staff climate
analysis.

* Develop standards for ITS-hosted
meetings.

e Create a culture of appreciation by
celebrating success.

* Implement telecommuting 2.0.

e Provide roadmaps and support for ITS
employees to pursue different kinds of
careers within IT.

Create a well-defined catalog of technology

services that are offered by ITS, as well as

a portfolio of business services offered by

process owners.

e Continue to build out Service-Now
service catalog and service portfolio.

Create repeatable and sustainable

processes for supporting customers.

* Develop a culture of standard operation
procedures (SOP).

e Populate the knowledge base of

information.
* Automate processes where possible.

Continue to drive social IT practices within

ITS.

e Continue the adoption of the live feed
within Service-Now for internal ITS
communications.

Develop project management and portfolio

management best practices.

* Formalize role of appropriate governance
structure in prioritizing technology
initiatives.

Create buy-in from the university

community on technology initiatives.

* Continue to build an active, transparent,
and effective approach to decision-
making within the university community.

Create service opportunities for ITS staff.

ITS"Strategic PlaniFYs204 4



2L 9T0T - ¥TOT Ad ue|d 01881e)S S1I NIAT "uI8aq Aoyl yoiym Ul Jeak [eosly 8yl Ul pa1a|dwiod aq Aj1IeSS209U 10U ||IM SSAIRIIU]

s3ulIg}j0
9SJN0J dUI|UO puaIXe suswliedap djoHy

SoLIgNJ SulUlRI] BUIJUO 31e8I)

oljojuod
uonn|os A30j0uyda] dIWBpPLIY 91eaI)
sdiysJsaulried sndwed aoueyu3j

sinoy ysaq djaH ssassy
Alelqi] yum ysaq djaH 1uspnis Jaulled
saje|dwa) ulules] auljuo a1eal)

Jlwapesy

$9S1N09 A30/0UY03) 1PBID-10) J8J0 1410ddng A30jouyoa] diwepeay 91ed0|9Y S99IAJI9S 1oddns Joj ue|d aoeds a1enjea]

S901AJ9S 11oddns yoieasal a1e|none Alues|n

sa180jouyoa) unim aiojdx3

winjnaIng

o
)
(1]
n
]
Q
=
o
=2

Aioysodas 3uiuies| Arelqi| a1eal)

JIANY3S JINFav

2Jn1ded woousse|o puedxy
salgojouyoa) aoeds uluiea| anoidw|
salsgom Aynoey Ajlldwis

S92JN0SAJ SS9I0E 9l0WdI SSOSSY

sysoly eln unuud aangliasiq

Suiwea]
A8ojouyoay

SINT 01 S2Jn1esy 1xa1/9[1Iqow ppy
uondope SN @sealou|

dewpeoy
(SINT) wolsAs wuswageuel guiuiea a1eal)

9T0¢C HV3IA TVOSId GT0C HV3A 1VOSIH YT0C YV3IA TVOSId

NV1d NOILVILINI

AlIqISse00e asealou|




€1 9T0T - ¥TOT Ad ue|d 01881e)S S1I NIAT ‘u1gaq Aay1 yoiym Ui Jeak |eosiy sy ul pa1a|dwod aq A|lIessa0au 10U ||IM S9ANENIU|

(@]
S
) o
s9130]0UY23) U0I1RIO0R]|02 JaAIlRQ dewpeol uoneloqe||0o azijeul] 3 o ©
3 o=
e |EZ
w2
Ago1e.1s aj1gow dojons e Ne)
go1eis 9|Iq | d m 3B
| » 4
33| 40
soged gom a1epijosuo) EEEECE eI
2 m Z20’m
soumo [ R
SUONEOIUNWWOD [BUISIUI YIIM Jaulied R

9T0¢ dV3A 1VvIOSId GT0C HV3A TVOSId Y10¢ HV3A TVOSId

3o

Kiousodal [eugip g &

938eJ0)S B1RP JUSWISSISSE dIWaPLIR JaAIIR( E
YUM WS1SAS 01]0J110d 1UBWISSISSE 9PIN0Id == o
3 w
SoNsnels ainyded WooIsseo JaAljaq gz qu
> 9 Z
3% | >
sonAjeue 108UU0) NINTAIN JaAlleq sonsnels agesn 109uu0) NNTAIN 48A18Qg e m =

<
=
9oUagl||o1ul L
K1aAlap pue a3esn INQIA US!ge1sT uoneziuegio aoueuianos NQIN Usligeis3 SS8UISNG PUE BSNOUSIEM B1ED o_o_.u>wq w w =
spiepuels dojona spiepuels Asianiun Amnua dewpeol m g %
piepuels NdIN dojsnsd piepuels NQIN AN iun Ajuspl UoISUBAXS 8SNOYSIEM B1ED SZI[euld m = M
X
dewpeos waisAs uonnjos 3uniodal dojaraq W7 % W_
S88|°

o =

salgojouyoay uonnjos duniodal Jaaljaq a8esn guniodal e1ep ssossy B am

9T0cC dV3A 1VISId GTO0C dV3A 1VISId ¥T0C 4V3A TVOSId

NV1d NOILVILINI



¥1 9T0T - ¥TOT Ad Ueld 91381ens S1I NI

‘uigaq Aay1 yoiym Ui 1eak |eosiy sy ul pa1a|dwod aq A|lIessa0au 10U ||IM S9ANENIU|

Spiepuels aleal)d

a1noa)Iydly

uswageuew diysie|oyos Juswajdw|

suonelay AlsIaAlun 10 INYD 1uswadwi|

syuawiiedap
JOY10 J0J UOIN|OS B SB MON-9JIAI9S 91en|ea]

10BeSURI| pieogyoe|g apeisdn

|00YOS MeT e|0A0T

18 Wa1SAS uonew. oul Juspnis Juswa|dw| M 5
uonnjosas I

1u1e|dwod pue Allunwwod uawajduw| ® m
1uswijoJul m m,.

s1jauag 99IAI9S-|9S YH 1uswadw|
Wo1SAS JuswadueApe apeiddn
S92IAISS 1UBPNIS 10} INYD 1uswadw|
uo1109]|09 e1ep 1uaJed Juswadw|

S30IAYH3S 1I

SuoNN|os 98.101S 09pIA JUBWS|dW|

SMOJMI0M SSa20id Ssauisng anoadwj

uonewolne guluoisiroid 1UNOJOE BoURYUT

wJiofie|d atems|ppiN
uonsN4 Uo suoneJgalul Mau Juswaldu|

>
©
=
2
Q)
=
o
=

uoneigalul
uoneoljdde Joy serepipued Ajnuap|

5
=h
=y
Q
(]
-
=
<
(2]
-
(=]
-
(]

9T0¢C HV3IA TVISId

GTOC HV3A TVOSIH

$59004d MaIAS. WB)SAS uayiduans

sa180j0uyoa] SUNSIXS JO SSaUBIEME 9SBaIOU|

S921N0S9Y
ASojouyoay

1oddns Yool pue 1sAjeue ssaulsng aoueyul

YT10¢ HV3A TVOSId

NV1d NOILVILINI




Gl 9TOC - ¥TOT Ad ue|d o1881enS S1| NINT ‘uI8aq Aay1 YoIiym Ui Jeak | oSl oY) Ul pa1ajdwod aq AJLIBSS909U 10U |[IM SOARIIU|

orc
S
1oddns A30jouyoe) dlwaped. JpINoId 1oddns uoneluswajdul YIoM1au apIAOId m m
Q3
S91N1Ed) SUOIIEIIUNWWOD 3J]0A 9dueyU] Y
2
Xg9d U0 doueljoy 9onpay dIOA JO uonezijeniia m
g
SI91U8J B1EP 91ePI0SUCD [
=]
()
P
(9]
s
YIOM)aUu eaJe 93eI0)S A1epuU0daS e Juawajdw| 3
3
(]
<
=
191U89 S
S90IAJI9S FulIojUOW S1eIZaU| =
suonesado ¥J0M1au [_wWIO) B ySIqe1s] S
®
18UJ81U| 01 HOT Wawadw| z
S00RdS |BIIUSSSS Ul SSajaJIM oueyu] m
>
uoneluswajdwi dooj Jaql a1e|dwo) 9IN10811YdJe-a. yIomlau 91a|dwo)
MO IOM

M o) n n
Juswageuew a]0A0aj1| ain1oNIISeIJUl B1ealD) SHIOMBU 0} $53008 159N Sjewoiny

S$9SS920.d

5
=
=
o))
(]
—*
=
<
(2]
~*
c
=
(]

JUsWageuULW 19SSE 91eM1J0S azI|euld

uswageue\

MON-99IAI9S 0] UOIRW.IOJUI 19SSE 91ISIN

S92INIBS (DdH)
gunndwos aouewlopiad ysiy 10]1d pue ssassy

S90IAJ9S dnyjoeq paseq-pnojo Juswa|dw| $90IAJ9s dnyjoeq 10]id pue ssassy

SAJIAISS
paseq-pnojy

SO9OIAJISS [IBWS Paseq-pnojo uswajdw| S30IAJSS [1eWS 10|1d pue SSaSsy

9T0¢ HV3IA TVOSId GT0C HV3A TVOSId YT0¢ HV3IA TVOSId

NV1d NOILVILINI




91 9T0T - ¥TOT Ad ueld 21891ens S1| NIAT ‘uigaq A8yl yoiym Ui 1eak |eosiy sy ul pa1a|dwod aq A|liBssa0au 10U ||IM S9ABIIU|

UONEONIO TOOLZ 0S| 10} NWANS

ueld pue sisAjeue ue a1l

jJuawageuep
Aunoag
uojew.loju]

sisAleue degd wuollad s|els@1ewW TOOLZ OSI 9seyaind

4SN 1e S90IAI8S A1aA00a) 19)SESIP SSaSSsY

A1an029Yy
Jasesiq

24n10811yoJe A1an02al Ja1sesip uswa|dw|

S1UBPIOUI JUBWNO0(Q

ue|d
asuodsay
juapiou|

|00} Japuly A¥uap! IO |10y

swa1sAs mopeys Alnuapi

uonuaAaid
sso7 ejeq

Jadedayuym e ysiignd pue dojanaqg

(7))
m
(@)
Cc
=
=
=<

uo199)0id
uopewoU|

SaAleNIuUl Ssaualeme A11IN0aS 19MIe\

Sssaualemy

|001 JUBWaINSEaW a8paimouy e dojaraq

olI8W YsU e ysljgel1sy

JuswIssossy

9T0C HV3IA TVISId GTOC HV3A TVOSIH YT10¢ HV3A TVOSId

NV1d NOILVILINI



Ll 9T0Z - ¥TOCT Ad ue|d 01891enS S1I NI ‘uldaq Aoyl yoiym ul Jeak |eosiy oyl ul pa1a|dwod aq A|lIeSSa0aU 10U ||IM SBANBIIU|

9IN10NJ1S 9oULBUIBA0Z 9Z1|eW.o

Juswageue|
0l1]0J140d
7 109/01d

pady aAl|
MON-90IAJI8S JO uondope |eussiul anunuo)

11 |eos

aseq a3pajmouy arejndod

lawoisn)

S9SS920.d a1eWOoINY sainpaooid unesado piepuels dojaaaq

oljojuiod
pue 80|e1ed 99IAI8S plINg 01 ONUNRU0)

0'Z Sunnwwoos|al 1uswa|dw|

W
P
>
z
o
w
c
=
9
z
®

7 7 $955929NS 9ak0|dwd 91810919
7 7 spJepuels guneaw dojanag

uonualey
9akojdwi3

SEEIh) SuOllepUBWLWIO0D3
11 J0 unsind ay) ul seskojdwe poddng sisA|eue ajewl|o Jje1s a1elodioou|

SUONLOIUNWILLIOD
S1| @0woid 01 8)ISgam e a1eal)

aonoeld
suonesuNWWo)

aonoeud
SUOBOIUNWWOD S| |ewWIO) B 31eal)

9T0¢C HV3IA TVvISId GT0C HV3A VIS4 YT0C HV3IA VIS4

NV1d NOILVILINI




